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Card ManagersCard Managers

Smart Card Portal ManagerSmart Card Portal Manager
– IssuanceIssuance
– EnrollmentEnrollment
– PolicyPolicy
– InventoryInventory
– ContentContent

– Community CreationCommunity Creation
– A unique application, system or A unique application, system or 

service that is instantiated by a service that is instantiated by a 
unique load to the cardunique load to the card

– Cardholder care servicesCardholder care services

Card Application Manager Card Application Manager 
(CAM)(CAM)
– Enables the loading of data or applets to Enables the loading of data or applets to 

the card that are controlled and the card that are controlled and 
administered by the Issuer’s loading keysadministered by the Issuer’s loading keys

Delegated CAMDelegated CAM
– Enables the loading of data or applets to Enables the loading of data or applets to 

the card that are the card that are NOTNOT controlled or  controlled or 
administered by the Issuer’s loading keysadministered by the Issuer’s loading keys

Master DOD KeysMaster DOD Keys
Card Serial in CAMSCard Serial in CAMS

Controls AccessControls Access
Controls SoftwarControls Softwar



Plans and AssetsPlans and Assets
• The PlanThe Plan

– Issue 4.1 Million ID Cards by the end of 2002 to:Issue 4.1 Million ID Cards by the end of 2002 to:
– Active Duty MilitaryActive Duty Military
– DoD CiviliansDoD Civilians
– Selected ReserveSelected Reserve
– Contractors within the FirewallContractors within the Firewall

– Over 2500 RAPIDS ID Stations to be upgraded (over 14 months)Over 2500 RAPIDS ID Stations to be upgraded (over 14 months)

• AssetsAssets
– Test cards (Functional CAC without DoD Master Keys)Test cards (Functional CAC without DoD Master Keys)

– Request from Butlermp@osd.pentagon.mil Request from Butlermp@osd.pentagon.mil 
(phone/address/sponsor/ and short description of project).(phone/address/sponsor/ and short description of project).

– Developers Documentation can be forwardedDevelopers Documentation can be forwarded
– Integration with the GSA Smartcard Contract (www.gsa.gov)Integration with the GSA Smartcard Contract (www.gsa.gov)

• ContactsContacts
– Office (703-696-7396) Director Mary Dixon, Contracts / SCSCG-Terry Office (703-696-7396) Director Mary Dixon, Contracts / SCSCG-Terry 

Schwarzhoff, Policy- Sheila Ford, PKI- Deb Hughes, and Mike Butler.Schwarzhoff, Policy- Sheila Ford, PKI- Deb Hughes, and Mike Butler.



RAPIDS – The Last 17 YearsRAPIDS – The Last 17 Years
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RAPIDS – NowRAPIDS – Now
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Deploying 4.4 million CardsDeploying 4.4 million Cards

The GSA Common Access Card (CAC) ProgramThe GSA Common Access Card (CAC) Program
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• PIN Mgt AppletPIN Mgt Applet
• Generic Container AppletGeneric Container Applet

– Employee IDEmployee ID
– BenefitsBenefits
– External BenefitsExternal Benefits
– HealthcareHealthcare
– UtilityUtility

• PKI AppletPKI Applet
– Three Key Pairs/CertificatesThree Key Pairs/Certificates

• Space for Departmental AppletsSpace for Departmental Applets



Dynamic = ManagementDynamic = Management

Pre & Post IssuancePre & Post Issuance
• Applet Load, Delete, UpdateApplet Load, Delete, Update
• Data Load, Delete, UpdateData Load, Delete, Update

Flexible Enrollment MethodsFlexible Enrollment Methods
• Online, Bulk, BranchOnline, Bulk, Branch



Distributed IssuingDistributed Issuing
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Verification Officer Authentication to Verification Officer Authentication to 
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SSL v3 Session to DEERSSSL v3 Session to DEERS
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SSL v2 Session with Issuance PortalSSL v2 Session with Issuance Portal
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VO Authenticates to NSAVO Authenticates to NSA
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OP Secure Channel to New CardOP Secure Channel to New Card
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Card Application Managers (CAMs)Card Application Managers (CAMs)
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Create Card Applets - IDCreate Card Applets - ID
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Create Card Applets – Generic ContainersCreate Card Applets – Generic Containers
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Create Card Applets - PKICreate Card Applets - PKI
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Instantiate ID AppletInstantiate ID Applet
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Instantiate Generic Container AppletInstantiate Generic Container Applet
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Instantiate PKI AppletInstantiate PKI Applet
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SSL v2SSL v2

Profile, Parameters, PIN DataProfile, Parameters, PIN Data
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SSL v2SSL v2

Generic Container DataGeneric Container Data
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Encryption KeyEncryption Key
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First Signature KeyFirst Signature Key
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Second Signature KeySecond Signature Key
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Print CardPrint Card
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UsageUsage
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• New Process ApplicationsNew Process Applications
• EmailEmail
• Single Sign-OnSingle Sign-On
• Room for new applets post-Room for new applets post-

issuanceissuance
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